TROLLS
FACTORY

AGAINSTTBG,
NGO AND MEDIA




Troll Factory against
TBC, NGOs and Media

Government trolls in Georgia

www.MDFGEORGIA.ge

Media Development Foundation, 2019



Introduction

A troll is a person who acts online without revealing a true identity in order to obstruct healthy discussions
between users on various websites, forums and social networks. Concealing a true identity is the main and
most important characteristic of a troll. Trolls create fake online profiles, providing either no information
about themselves, or false information, involving fake photos, contact information, information about
education or workplace, hobbies and interests.

The present report aims at identifying government trolls and informing the public on the campaigns carried
out by them against separate groups.

Methodology

On February 25, 2019, the Media Development Foundation (MDF) released a report Government Trolls
against Mamuka Khazaradze', which revealed nine Facebook pages involved in the campaign of
discrediting TBC Bank as well as several trolls stealing the identities of other persons.

Based on the previous report, which analyzed the campaign launched in social networks against TBC Bank,
the Media Development Foundation decided to use a snowball principle to additionally search for those
trolls, who were leaving comments on Facebook posts of each other, interacting with each other and
simultaneously sharing the materials with identical content or leaving identical comments in order to
mobilize public opinion.

Troll profiles were examined through open-source software for analyzing profiles. First of all, we identified
whether a Facebook user was a real person and if not, whose identity was used to conceal one’s own. After
identifying fake accounts, troll messages, identical content of messages and target groups were analyzed.

The Media Development Foundation monitored fake Facebook accounts during a month (March 4 — April 5)
and along with the campaign launched against TBC Bank, it also monitored other subjects, particularly non-
governmental organizations and media outlets. As an illustration, the report also provides some examples of
previous activities carried out by trolls in social networks.

! Media Development Foundation, MDF, Government Trolls against Mamuka Khazaradze, February 25, 2019,
http://mdfgeorgia.ge/eng/view-library/103



Key findings
The monitoring has revealed the following tendencies:

The report revealed 15 Facebook profiles, who are stealing the identities of other persons. 11 out of
15 profiles are stealing the identities of Russian social network users — Odnoklassniki (3) and
VKontakte (8); 2 — characters of TV series; 1 — Facebook user and 1 — journalist of Free Journalists’
House and student of Batumi Shota Rustaveli State University.

9 out of 15 trolls have most frequently liked the photos depicting official events held by the Ministry of
Environment Protection and Agriculture, and many of them have shared the Ministry’s posts.

The identified doubtful profiles mainly publish the posts or comments supporting the government, the
ruling Georgian Dream party and its chairman, Bidzina lvanishvili.

The same profiles have sharp reactions to the posts critical of Bidzina lvanishvili and try to prove the
opposite with their own comments.

There were some cases when the trolls were questioning in their comments the content of posts or
information published by opposition parties, NGO representatives, journalists and other Facebook
users, although the authors of these posts were providing the sources of their information.

To justify the government’s actions, one and the same trolls were writing counter comments
simultaneously on various topics, among others taxi regulations, the 2008 August war, expediency of
suspension of authorization to the Demirel College, etc.

Besides Mamuka Khazaradze, former chairman of the Supervisory Board of TBC Bank, some non-
governmental organizations and critical media outlets have also become the targets of trolls with their
posts having a campaign nature and being mostly identical.

Fake accounts targeting Mamuka Khazaradze re-emerged after he reported to the
Parliament on March 4 and spoke about receiving a letter from “a high-level official” containing
threats.

Mobilization of government trolls against is related to the following
issues:

1. In two cases, critical reports released about Georgian Public Broadcaster (GPB): public opinion
poll (released on April 3) commissioned by Open Society Georgia Foundation and International
IDEA and fielded by the Caucasus Research Resource Centers (CRRC)?; also the study released

2 Netgazeti, April 3, 2019. 47% of the population says that they never watch GPB — CRRC public opinion survey. (available in Georgian)
http://netgazeti.ge/news/353590/



http://netgazeti.ge/news/353590/

by the Media Development Foundation on Informing Ethnic Minorities on Georgia’s Euro-Atlantic
Integration?, which was conducted with the support of Open Society Georgia Foundation.

2. A report “Penetration of the National Movement into the Civil Sector” released by Gia Abashidze,
a government-affiliated expert, which was actively shared by government trolls.

3. A protest performance held by the representatives of local non-governmental organizations,
wearing T-shirts with inscriptions “the clan must go.%” The rally was held amid deliberations
by the Parliament’s Procedural Issues Committee on the draft amendments to the Law on
Common Courts.

Trolls were also mobilized against critical media outlets and their journalists (Rustavi
2, TV Pirveli, online edition Liberali, etc.).

Six Facebook pages involved in various campaigns were identified. Three out of six pages were
created in 2019, two —in 2018 and one —in 2014.

The report released by Gia Abashidze, pro-governmental expert, on April 2, in which he speaks about
links between the National Movement and NGOs, was sponsored by six identified pages.

3 Media Development Foundation, 2019, Informing Ethnic Minorities on Georgia’s Euro-Atlantic Integration, http://mdfgeorgia.ge/eng/view-

library/107

4 Netgazeti, April 4, 2019, “This is a light survey” — Gia Abashidze speaks of the links between NGOs and the National Movement (available in
Georgian) http://netgazeti.ge/news/354056/

5 Liberali, March 15, 2019. “The clan must go” — the Parliament is deliberating on three bills on selection of judges. (available in Georgian)
http://liberali.ge/news/view/43782/LIVEklani-unda-tsavides--parlamentshi-mosamartleta-sherchevis-3-kanonproegts-ganikhilaven

4


http://mdfgeorgia.ge/eng/view-library/107
http://mdfgeorgia.ge/eng/view-library/107
http://netgazeti.ge/news/354056/
http://liberali.ge/news/view/43782/LIVEklani-unda-tsavides--parlamentshi-mosamartleta-sherchevis-3-kanonproeqts-ganikhilaven

Contents
l.
Il.
1.

Identified trolls and identity theft ........... ..o 6

Trolls against TBC BanK........cccciiiiiiiiiiiiiri i e s s s s e e e e e e eas 29
Trolls against critical media ............ccoiiiiiiiii 36
Campaign nature of discrediting ...........cccoeeiiiiiii e 53



l. Identified trolls and identity theft

The Media Development Foundation identified 15 fake profiles in a period between March 4 and April 5. 11
out of 15 identified profiles are stealing the identities of Russian social network users — Odnoklassniki (3)
and VKontakte (8); 2 — characters of TV series, 1 — Facebook user and employee of Liberali magazine, and
1 - journalist of Free Journalists’ House and student of Batumi Shota Rustaveli State University.
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6 Some trolls either cancelled their facebook accounts or deactivated after publishing Georgian version of this report.
7 ibid

8 ibid

% ibid

10 The account is presently cancelled.

11 some trolls either cancelled their facebook accounts or deactivated after publishing Georgian version of this report.
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One of the most active account, Marika Wveraidze has indicated that she works at Free Journalists’ House
and simultaneously is a student of Batumi Shota Rustaveli State University. To verify the information, the
Media Development Foundation communicated with the Free Journalists’ House with the later explaining

ibid
13 After publishing of this report, Giorgi Balishvili’s account changed profile photo of Ukrianian Igor Bakhmatski by photo of American-

Canadian actor Jim Carriey.
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that no person with similar name works at their organization. Moreover, the Batumi State University notified
the Media Development Foundation in writing that it has neither a student nor a graduate with that name.

User Giorgi Baliashvili has noted that previously (February 1, 2009 — June 4, 2011) he worked for Liberali

magazine. MDF contacted Liberali to verify the information. The magazine’s editorial board denied having
an employee with similar name and surname.
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Those profiles, which are among trolls’ friends and which steal other persons’ identities, are marked in
yellow in this section. In addition, they like photos, comments and posts of each other, interact with each
other. So, all these profiles may apparently be run by one account.
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The following factors are pointing at the links between the identified fake profiles and the government:

The identified trolls are spreading messages supporting the ruling party or separate agencies. These
messages are in line with the ruling party’s positions on current issues and sometimes have a
campaign nature.

The majority of identified trolls are sympathizing Tbilisi Mayor Kakha Kaladze, Prime Minister
Mamuka Bakhtadze and Interior Minister Giorgi Gakharia. A great part of the posts are about the
Interior Ministry’s effective struggle against crime.

9 out of 15 trolls have most frequently liked the photos depicting official events held by the Ministry of
Environment Protection and Agriculture, and many of them have shared the Ministry’s posts.

The identified trolls have sharp reactions to the posts critical of the government and Bidzina
Ivanishvili and try to prove the opposite with their own comments.

Besides the posts and comments supporting the ruling party and Bidzina Ivanishvili, trolls are
campaigning against TBC Bank, NGOs and media, spreading the posts with identical messages in
an organized manner.

Trolls are members of Facebook groups affiliated with the ruling party and they spread information of
identical Facebook pages and media outlets.

During the monitoring period, trolls were leaving identical comments on the reports related to Bidzina
Ivanishvili’s plans on accession of the territory belonging to the Botanical Garden in Tbilisi, as well as the
closure of Abastumani Tuberculosis Hospital and reports on Ivanishvili’s plans to build a hotel in that place.
Trolls were either questioning the accuracy of information or justifying the expediency of building a hotel
there.
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The information' titled “Comrade Bidzina, how can you hate shaking hands with people so much... Just put
on gloves,” where a Facebook user criticized Bidzina lvanishvili for cleaning his hands after shaking them
with locals in the village of Khibula, contained a troll’'s comment, who claimed that shaking hands may
cause an ischemic stroke, and the death of late tycoon Badri Patarkatsishvili was mentioned in this context.
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Comments made by trolls on other critical posts. There were some cases when the trolls were questioning
in their comments the content of posts or information published by opposition parties, NGO representatives,
journalists and other Facebook users, although the authors of these posts were providing the sources of
their information. For example, Zurab Gongadze of the National-Democratic Party reposted the information
by newspost.ge on Facebook titled “Misuse of administrative resources, vote buying, violence — OSCE on

1 https://presa.ge/?m=regions&AID=73893
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the presidential elections,” that prompted three trolls to blame Rustavi 2 TV for misrepresentation of facts,
claiming that the OSCE conclusion actually said nothing about vote buying.
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In his Facebook post related to the letter unveiled by Mamuka Khazaradze about a number of conditions
raised by Interior Minister Giorgi Gakharia, Irakli Kiknavelidze, European Georgia’s spokesperson, slammed
that part of the letter, according to which Artarea, a television station established by TBC Bank, should
demonstrate high degree of impartiality. A user registered under the name Nino Menabde commented on
the post, trying to prove the absurdity of Mamuka Khazaradze’s statement.
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To justify the government’s actions, one and the same trolls were writing counter comments on various
topics, among others taxi regulations, the 2008 August war, expediency of suspension of authorization to
the Demirel College, etc. For example, a user posting under the name Nana Ediberidze comments on
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critical remarks made by Davit Meskhishvili, chairman of the Transport and Roads Association, on taxi
regulation, also cites violations revealed at the Demirel College as the reason behind suspension of its
authorization in 2017 and responds to the criticism voiced against Health Minister Davit Sergeenko’s 2008
war remarks'®, claiming that no matter whether the Health Minister rejects the term “creeping occupation,”
because most important is that the previous government surrendered Georgian villages to Russia and
escaped.
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15 Metronome, August 3, 2017. “There is no creeping and gradual occupation.” David Sergeenko: “There is no creeping and gradual
occupation — this is delimitation of those “borders”, which were, unfortunately, legitimized in 2008 by then government.”
https://metronome.ge/story/110286
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In response to the opposition allegations on aggravated crime situation in the country, trolls were frequently
publishing posts about crime solutions, positively portraying the Interior Minister and accusing Rustavi 2 TV
of misrepresenting the facts.
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At the same time, trolls are responding to criticism voiced by Facebook users against separate crimes,
trying to influence the discussion. Among them is the post by Salome Asatiani, journalist at Radio Liberty,
who focuses on the problem of justice system when talking about the Khorava street murder case, as well
as historian Grigol Gegelia’s'® criticism against the Interior Ministry.
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9 out of 15 trolls have most frequently liked the photos depicting official events held by the Ministry of
Environment Protection and Agriculture, and many of them have shared the Ministry’s posts.

n Photos liked by Salome Sixarulidze Q
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Photos liked by Marika Wveraidze
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| £ )| Photos liked by Mariam Svanidze Q
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Six Facebook pages were identified and all of them were involved in various campaigns. Three out of six
pages were created in 2019, two — in 2018 and one — in 2014. Moreover, government trolls were sharing
materials in both political and non-political Facebook groups. They were frequently sharing the posts of
official agencies and various media outlets.
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https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/B.Ivanishvili/?hc_ref=ARQqPDhwnvAvhVN4cqCXBtMOM6hGbmn-sYknUBKKcJ4wF2u-IgYSfbCy4Jbe3WCSXLQ&__xts__%5B0%5D=68.ARA2NyK6lqry4N5sSUzrzDna9w77GluRee71IwRisfeKI0doOUR0Pkp_JMdNrigpZYZSf-u1hWl7r_VjVyXlA-7Jj1YrmhxmB0kzTzReQsEBi4YQSUY3cTE8xO0y5jGmJfbvrv8GsJ7KSqrzQ5Kg4jZ13xwglUIw0ZWmoykdsRCBf0fogBMiGLWjUX8AGPy7EMuShUvCj8djdjEaYznyXQWY4KxxMym02BoeQIliOmww1LECW14_p040kkCVCiqHMUY4wQx4DOrZE6j544JfbG9uZAyAihwTAgipfFV0QQkwM_T8ppDxuHvSNnX_Dbk4zrx86rgy7ylvxw&__tn__=C-R
https://www.facebook.com/groups/134290193315393/?hc_ref=ARQQvuuuZouuPx2BK-kIwYbzAuzEiuLKoSuTyxmHB23SqXAwr_o1G413e_qDEEuBAnc&__xts__%5B0%5D=68.ARDHck7z2jKsc-y1nN-tMlTELyZ-5YsZFE7aoQ3wHvk5ufmOm7ZwRWUx9Zc99Xmp-rJvIMFQWZNorDlKEwD8wZCgTE5SqLmfNnYhusv9Nrftr4J663DtSHglJf0HXjxbOxq03iQRn8E1NXMPI0zH_1lUzGavYCPrVM_a0WDJZJfxjOIjIa3YXo7I6Zm9-UkPmMU-DCItAJku1HyKBHWBMUS87XtJ84mCPH8whm77tumJVmUTWCSawK5ORYjcgYwXKvgEcuZbvQSqeiOcGJCkc3KZQEvtCxYLkTXsscw0Onm15a0To6FasQj4BbYi557FWaTEeOoKvxch&__tn__=C-R
https://www.facebook.com/groups/134290193315393/?hc_ref=ARQQvuuuZouuPx2BK-kIwYbzAuzEiuLKoSuTyxmHB23SqXAwr_o1G413e_qDEEuBAnc&__xts__%5B0%5D=68.ARDHck7z2jKsc-y1nN-tMlTELyZ-5YsZFE7aoQ3wHvk5ufmOm7ZwRWUx9Zc99Xmp-rJvIMFQWZNorDlKEwD8wZCgTE5SqLmfNnYhusv9Nrftr4J663DtSHglJf0HXjxbOxq03iQRn8E1NXMPI0zH_1lUzGavYCPrVM_a0WDJZJfxjOIjIa3YXo7I6Zm9-UkPmMU-DCItAJku1HyKBHWBMUS87XtJ84mCPH8whm77tumJVmUTWCSawK5ORYjcgYwXKvgEcuZbvQSqeiOcGJCkc3KZQEvtCxYLkTXsscw0Onm15a0To6FasQj4BbYi557FWaTEeOoKvxch&__tn__=C-R
https://www.facebook.com/groups/134290193315393/?hc_ref=ARQQvuuuZouuPx2BK-kIwYbzAuzEiuLKoSuTyxmHB23SqXAwr_o1G413e_qDEEuBAnc&__xts__%5B0%5D=68.ARDHck7z2jKsc-y1nN-tMlTELyZ-5YsZFE7aoQ3wHvk5ufmOm7ZwRWUx9Zc99Xmp-rJvIMFQWZNorDlKEwD8wZCgTE5SqLmfNnYhusv9Nrftr4J663DtSHglJf0HXjxbOxq03iQRn8E1NXMPI0zH_1lUzGavYCPrVM_a0WDJZJfxjOIjIa3YXo7I6Zm9-UkPmMU-DCItAJku1HyKBHWBMUS87XtJ84mCPH8whm77tumJVmUTWCSawK5ORYjcgYwXKvgEcuZbvQSqeiOcGJCkc3KZQEvtCxYLkTXsscw0Onm15a0To6FasQj4BbYi557FWaTEeOoKvxch&__tn__=C-R
https://www.facebook.com/Qartulipresa/?__tn__=kCH-R&eid=ARBAQENCQsLjNco8SKpZQgxwT3Sj92VkhTL-fsvUteGc4Cg8-XvUj7aUfu4JwxiwRGDEcMf-RjivOKEU&hc_ref=ARQqCWXXVAwTpfW4jqSyqdiSXdhIVnioce72uwtwsaZw_0OoSQ2u4YaQ3zpZGOtwcQI&fref=nf&__xts__%5B0%5D=68.ARAF0A8wEhfX-BtKFEaLSJ6QWpbawmzrqn44GQ8cBkKnCGInXwCyycmZ25JtLVKACFZ804YDttf3YQaNrFDPJOyDcsMkfhGZ5Ej3LS_J0RyIkSnmYtNIyPijNVtGiwZHjMCXvq6jwU4p3GgnR1VTiNfkRHGF4rn16ZEY9Hmp_lKASGLHMUKAdVYFAdZzfxclX0jGT0_Ylt9S11NlGW509r0mr9azE1XmO8gUTPCmuCZrFGiC8jQHMWzSu-28lLKEhMu5NW42CaBS41MeLD9vguf34dRoPwIMic_ojlzKanybC5LVa-8YgPCRyQF_SgcXs06Wlw
https://www.facebook.com/Qartulipresa/?__tn__=kCH-R&eid=ARBAQENCQsLjNco8SKpZQgxwT3Sj92VkhTL-fsvUteGc4Cg8-XvUj7aUfu4JwxiwRGDEcMf-RjivOKEU&hc_ref=ARQqCWXXVAwTpfW4jqSyqdiSXdhIVnioce72uwtwsaZw_0OoSQ2u4YaQ3zpZGOtwcQI&fref=nf&__xts__%5B0%5D=68.ARAF0A8wEhfX-BtKFEaLSJ6QWpbawmzrqn44GQ8cBkKnCGInXwCyycmZ25JtLVKACFZ804YDttf3YQaNrFDPJOyDcsMkfhGZ5Ej3LS_J0RyIkSnmYtNIyPijNVtGiwZHjMCXvq6jwU4p3GgnR1VTiNfkRHGF4rn16ZEY9Hmp_lKASGLHMUKAdVYFAdZzfxclX0jGT0_Ylt9S11NlGW509r0mr9azE1XmO8gUTPCmuCZrFGiC8jQHMWzSu-28lLKEhMu5NW42CaBS41MeLD9vguf34dRoPwIMic_ojlzKanybC5LVa-8YgPCRyQF_SgcXs06Wlw
https://www.facebook.com/Qartulipresa/?__tn__=kCH-R&eid=ARBAQENCQsLjNco8SKpZQgxwT3Sj92VkhTL-fsvUteGc4Cg8-XvUj7aUfu4JwxiwRGDEcMf-RjivOKEU&hc_ref=ARQqCWXXVAwTpfW4jqSyqdiSXdhIVnioce72uwtwsaZw_0OoSQ2u4YaQ3zpZGOtwcQI&fref=nf&__xts__%5B0%5D=68.ARAF0A8wEhfX-BtKFEaLSJ6QWpbawmzrqn44GQ8cBkKnCGInXwCyycmZ25JtLVKACFZ804YDttf3YQaNrFDPJOyDcsMkfhGZ5Ej3LS_J0RyIkSnmYtNIyPijNVtGiwZHjMCXvq6jwU4p3GgnR1VTiNfkRHGF4rn16ZEY9Hmp_lKASGLHMUKAdVYFAdZzfxclX0jGT0_Ylt9S11NlGW509r0mr9azE1XmO8gUTPCmuCZrFGiC8jQHMWzSu-28lLKEhMu5NW42CaBS41MeLD9vguf34dRoPwIMic_ojlzKanybC5LVa-8YgPCRyQF_SgcXs06Wlw
https://www.facebook.com/GeorgianDreamRegional/?__tn__=kCH-R&eid=ARAxM2JXfg6VMkXvZnF0jfeiA9Hzp30aXgcJKo4xldYh4IaqF7iMeXsR-K6GC004sRDLZbG-aDUUOFfV&hc_ref=ARQyjz3haWMaO9Stdvk_7HV7GhyhRjvtOLnPRiYJ5E2i6i9ygkk02Q1UTa223yMDo40&fref=nf&__xts__%5B0%5D=68.ARDIp_2_W05-4huB9O_TTj8LwG22wwPXbB95mmXb-MEXIEjuQHDzqHVSkNYa7mBMJdtPYFXCziVNTPSinYZGQKhscdhw1rYbW9weAkdtQj7JWixt8mYyavx8f3waJGuxOeov4-9KVL4wplIUbYt3D2zgW3wRQt4EM-RWTgsSikyOsRMClLXn9uWJuFyexal-f88whm4ZEv66dUw5iMnCN412JTCfF15cf-L-1vvgLRwutuSzB1pcwlBX3IBSh2kB3LrQfVUqZz-Qqlpaa3dfmHx8weA32Kgcol79q90may9KD7TFdAXihDle-lIjtH_1TuQ3
https://www.facebook.com/GeorgianDreamRegional/?__tn__=kCH-R&eid=ARAxM2JXfg6VMkXvZnF0jfeiA9Hzp30aXgcJKo4xldYh4IaqF7iMeXsR-K6GC004sRDLZbG-aDUUOFfV&hc_ref=ARQyjz3haWMaO9Stdvk_7HV7GhyhRjvtOLnPRiYJ5E2i6i9ygkk02Q1UTa223yMDo40&fref=nf&__xts__%5B0%5D=68.ARDIp_2_W05-4huB9O_TTj8LwG22wwPXbB95mmXb-MEXIEjuQHDzqHVSkNYa7mBMJdtPYFXCziVNTPSinYZGQKhscdhw1rYbW9weAkdtQj7JWixt8mYyavx8f3waJGuxOeov4-9KVL4wplIUbYt3D2zgW3wRQt4EM-RWTgsSikyOsRMClLXn9uWJuFyexal-f88whm4ZEv66dUw5iMnCN412JTCfF15cf-L-1vvgLRwutuSzB1pcwlBX3IBSh2kB3LrQfVUqZz-Qqlpaa3dfmHx8weA32Kgcol79q90may9KD7TFdAXihDle-lIjtH_1TuQ3
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Il. Trolls against TBC Bank

A new wave of discrediting TBC Bank, particularly its founder, Mamuka Khazaradze emerged on March 4,
2019 after the former chairman of the Bank’s Supervisory Board reported to the Parliament’s Budget and
Finance Committee. Khazaradze noted that he received a letter containing threats from Interior Minister
Giorgi Gakharia ahead of the second round of presidential elections in 2018.

On March 4, 2019, when Mamuka Khazaradze was reporting to the
Parliament’s Budget and Finance Committee, trolls were publishing identical posts with a few-minutes
interval.
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Meanwhile, the campaign against Mamuka Khazaradze continued in an organized manner even after the
latter’s parliamentary address.
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Moreover, one of the trolls even criticized MP Roman Kakulia, who chairs the Parliament’s Sector Economy
and Economic Policy Committee, for saying that TBC Bank had no obligation to justify itself.
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Besides the posts uploaded on their personal profiles, the identified trolls were also leaving comments on
Facebook posts of various media outlets, and were also frequently publishing or sharing posts in public
Facebook groups. In some cases, comments of several trolls were left on one and the same post, one after
another or with a few minutes interval.
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lll. Trolls against NGOs

It is worth noting that just those government trolls were discrediting non-governmental organizations on
Facebook, who were spreading the ruling party’s messages in social networks and were participating in the
campaign organized against TBC Bank. During the monitoring period, the identified government trolls were
discrediting NGOs under several pretexts:

1. In two cases, their criticism was caused by public opinion polls: 1.1) the public opinion poll (released
on April 3) commissioned by Open Society Georgia Foundation and International IDEA and fielded by the
Caucasus Research Resource Centers (CRRC), which included several questions about the trust towards
Georgian Public Broadcaster (GPB); 1.2) the study released by the Media Development Foundation on
Informing Ethnic Minorities on Georgia’s Euro-Atlantic Integration, which was followed by a number of
misleading stories aired by GPB.

2. A report “Penetration of the National Movement into the Civil Sector” released by Gia Abashidze, a
government-affiliated expert, which was actively shared by government trolls.

3. A March 15 protest rally held by the representatives of local non-governmental organizations,
wearing T-shirts with inscriptions “the clan must go.” The rally was held amid deliberations by the
Parliament’s Procedural Issues Committee on the draft amendments to the Law on Common Courts.

A number of discrediting posts published by trolls against the Media Development Foundation
(MDF) and Open Society Georgia Foundation (OSGF) were about the study released on March 15 on
Informing Ethnic Minorities on Georgia’s Euro-Atlantic Integration'”. The Georgian Public Broadcaster
provided manipulative interpretation of the results of the study, claiming that the study assessed the entire
product created by GPB as a Russian disinformation'®. The public television itself dedicated several one-
sided and unbalanced stories about the March 15 study, while pro-governmental online editions released a
number of one-sided publications that was followed by a troll mobilization campaign in social networks.

Besides the posts published on personal walls, the mentioned trolls were also sharing discrediting posts in
the groups thematically associated with Georgian Dream.

17 Media Development Foundation, 2019, Informing Ethnic Minorities on Georgia’s Euro-Atlantic Integration,

http://mdfgeorgia.ge/eng/view-library/107

18 Media Development Foundation, March 22, 2019. Public Broadcaster Misleads Society,
http://www.mdfgeorgia.ge/eng/view statements/524
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It should be noted that a pro-governmental website Zetnews, which was created on February 10, 2019, had
even sponsored critical discussion launched around the study released by the Media Development
Foundation. The story prepared by POST TV on the same topic had also been sponsored.

The second campaign of government trolls against Open Society Georgia Foundation was related to the
CRRC-fielded survey results released on April 3, which showed that 47% of respondents have never
watched GPB'®. The public television evaluated the survey results as a campaign unleashed against it that
was followed by airing an unbalanced story and false facts as if the Foundation was concealing the survey
results?°. Government trolls intensified their efforts in social networks, sharing GPB’s statement against
OSGF and writing discrediting comments. Some pages even sponsored this statement.

19 Netgazeti, April 3, 2019. 47% of respondents say that they never watch GPB — CRRC survey. (available in Georgian)
http://netgazeti.ge/news/353590/

20 Open Society Georgia Foundation, April 3, 2019. “Public Broadcaster accuses Open Society Foundation of concealing the survey results.”

(available in Georgian) https://osgf.ge/sazogadoebrivi-mauwyeblis-reagcia-mosakhleobis-gamokitkhvis-shedegebze/
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It is also noteworthy that this is not the first case when the ruling party and separate government officials
criticize the results of public opinion polls. Earlier, they were criticizing the surveys released by the National
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Democratic Institute (NDI). One of the trolls (Giorgadze Lekso) identified in this report leaves a comment on
the screenshot of a fake news posted on a Facebook page “United Provocative Movement?'.” The fake
news uses a logo of Interpressnews news agency?? and an accompanying image depicts Laura Thornton,
NDI’s resident director in Georgia headlined “NDI director Laura Thornton cuts her nose grown after lying,”
that is accompanied by a troll’s comment that her nose will grow again.

oHmosbo 3GHmamsgorree GmndGHmds
" Like This Page - April 13, 2016 - &

-7 4 InterPressNews.ge shared a link.
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A report released by pro-governmental expert, Gia Abashidze on
April 2, where he talks about links between the National Movement and NGOs, was followed by sharing
relevant posts by trolls and placing information in a form of an advertisement. Trolls were promoting an
opinion that biased non-governmental organizations were providing partial information to international
organizations, trying to mislead them. Noteworthy that among the most active trolls in social networks were
those mobilized against TBC Bank, MDF and OSGF.

2! https://bit.ly/2VpPO50

22 Interpressnews has not spread similar reports.
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A protest performance held by the representatives of
local non-governmental organizations, wearing T-shirts with inscriptions “the clan must go, "amid
deliberations by the Parliament’s Procedural Issues Committee on the draft amendments to the Law on
Common Courts, was followed by mobilization of government trolls against NGOs.
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In separate cases, government trolls were publishing negative posts about Eka Gigauri, head of
Transparency International Georgia, or leaving comments on her critical posts about the judiciary.
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lll. Trolls against critical media

Identified government trolls were publishing discrediting content against media outlets critical of the
government. Similar posts/comments were targeting both media outlets and concrete journalists. Rustavi 2
and TV Pirveli, as well as separate publications of online edition Liberali were among the targets of attacks.

Trolls were criticizing Rustavi 2 TV for its crime-related stories and were quoting pro-governmental expert,
Gia Abashidze, who said that the majority of news stories aired by Rustavi 2 TV were fake or

misrepresented. Trolls were sharing Abashidze’s comments in various groups.
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As for TV Pirveli, its anchors Vakho Sanaia and Inga Grigolia were targeted by trolls after the TV program
“Pirvelebi” hosted Interior Minister Giorgi Gakharia on March 22.
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Government troll, Giorgadze Lekso was also spreading fake news about dismissing cameramen from the
television station for their refusal to shoot LGBT persons. He was hailing the cameramen’s actions and
slamming TV Pirveli for its decision.
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In case of Liberali magazine, individual criticism was voiced against the material about the expediency of
dismissal of la Kerzaia, the late principal of Public School N6 in Zugdidi, prompting one of the trolls to leave
a critical comment on the post of Lika Zakashvili, editor of Liberali online edition.
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IV. Campaign nature of discrediting

To discredit non-governmental and international organizations, the identified trolls were mostly sharing the
posts of one and the same pages in various groups. The majority of these groups were created in 2019.

JoOmymmo bobgmaABogm (Georgian state)

20 March 2019

Caucasus Press

11 March 2019

Zetnews.ge

10 February 2019

3MgL3myodo (Press club)

2 November 2018

9O mabymo dgmoo (National media)

2 November 2018

page)

LOOBBRMEAO30M 39O (Information

4 February 2014

These newly created pages had sponsored the posts against non-governmental organizations that points at

a campaign nature of this process.
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